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Physical interfaces are the old switching unit 
Å Not aware of server-side virtualization technologies 
Å Configuration per physical interface only 
φ No flexibility for unique VM needs 

Å No flexibility to handle VM migrations 
 

Virtual interfaces are the new switching unit 
Å Fully aware of server-side virtualization technologies 
Å Configuration per virtual interface 
Å Automated Network mobility 
φ Configuration follows Virtual Machines in real-

time during migration 

VMready :  
Virtualization Aware Networking 

Server 
 
 
 
 

 
 
 

млΩǎ ƻŦ tƘȅǎƛŎŀƭ ǇƻǊǘǎ 

Server 
 
 
 
 

Server 
 
 
 
 

CNA 

NIC 

CNA 

physical interfaces 

Server 
 
 
 
 

Server 
 
 
 
 

Server 
 
 
 
 

CNA CNA 

Traditional Switches VMready Switches 

 
 
 

млллΩǎ ƻŦ ±ƛǊǘǳŀƭ LƴǘŜǊŦŀŎŜǎ 

8 

NIC 

virtual interfaces 
[auto-discovered] 

BLADE Network Technologies 



VIRTUAL   COOLER   EASIER 

Big Picture : What is needed 
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A: Identification 
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Å VMready uses MAC based identification of VMs today 
φ MAC assignment pools for the different vendors 

Å VMready uses Q-in-Q for NIC-partition (vNIC) identification 
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A: Secure Identification 
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Å MAC based identification of VMs is potentially insecure 
φ Prone to spoofing attacks 

Å DCBX-based vNIC identification is secure 
φ Agent running on both ends of the wire guarantees spoof-free operation 
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A: Secure Identification for VMs 
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ÅClosed loop secure VM verification 
ïSwitch verifies VM & Port attach from hypervisor and vCenter 

ÅVM spoof protection across data center 
ïVM cannot be spoofed at any hypervisor in DC 
ïVisibility into which VM is connected to which BLADE Switch & 

Port 
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B: Data Path Switching (VMs) 
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Å Virtual Ethernet Bridge (VEB) mode of operation today 
φ Relies on a soft switch in the hypervisor for intra-server data path 
φ External edge switch provides inter-server data path 
φ Configures soft switch to provide consistency with the Edge Switch 

Configure Hypervisor 
consistently with 

Edge Switch 
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B: Data Path Switching (vNICs) 
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Å Isolation is key property 
φ DCBX to exchange vNIC parameters, S-Tags for ID 
φ Two models : switch mode and I/O extender mode of operation 
φ S-Tags either  

Å carried to Network Cloud (Host I/O extender mode) or  
Å stripped on ingress (Switch mode) 

DCBX-setup 
S-Tag ID 
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C : Stack Switch Tracking & Policy Enforcement 
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Å Policy-based configuration on Edge Switch 
φ Profiles created on switch or distributed switch 
φ Virtual Interfaces (live or pending) assigned to Port Group 
φ Profile attached to Port Group 

Å Migrate events cause Migrated VM ID to be attached to the same (BLUE) Port Group 
φ Post-verification with VM Manager 

Å Drawback 
φ Post-creation / post-move association  of profile 
φ Window small in the normal case since RARP sent before VM traffic 
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C : DC-wide Tracking & Policy Enforcement 
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Å Policy-based configuration on Policy DB Manager 
φ Profiles created on BHM 
φ On creation, switch queries BHM for Profile 
φ On Migrate, destination switch queries BHM for Profile 
φ BHM performs post-verification with VM Manager 

Å Drawback 
φ Post-move / creation association  of profile 
φ Window small in the normal case since RARP sent before VM traffic 
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